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The following list of Common Names in certificates are presumed to be generated by the attacker:

Common Name Number
of certs
issued

CN=*.*.com 1

CN=*.* org 1

CN=*.10million.org 2

CN=*.JanamFadayeRahbar.com 1

CN=*.RamzShekaneBozorg.com 1

CN=*.SahebeDonyayeDigital.com | 1

CN=*.android.com 1

CN=*.aol.com 1

CN=*.azadegi.com 1

CN=*.balatarin.com 3

CN=*.comodo.com 3

CN=*.digicert.com 2

CN=* globalsign.com 7

CN=*.google.com 26

CN=*.logmein.com 1

CN=*.microsoft.com 3

CN=*.mossad.gov.il 2

CN=*.mozilla.org 1

CN=*.skype.com 22

CN=*.startssl.com 1

CN=*.thawte.com 6

CN=*.torproject.org 14

CN=*.walla.co.il 2

CN=*.windowsupdate.com 3

CN=*.wordpress.com 14

CN=Comodo Root CA 20

CN=CyberTrust Root CA 20

CN=DigiCert Root CA 21

CN=Equifax Root CA 40

CN=GlobalSign Root CA 20

CN=Thawte Root CA 45

CN=VeriSign Root CA 21

CN=addons.mozilla.org 17

CN=azadegi.com 16

CN=friends.walla.co.il 8

CN=login.live.com 17

CN=login.yahoo.com 19

CN=my.screenname.aol.com 1

CN=secure.logmein.com 17

CN=twitter.com 19

172



CN=wordpress.com 12
CN=www.10million.org 8
CN=www.Equifax.com 1
CN=www.balatarin.com 16
CN=www.cia.gov 25
CN=www.cybertrust.com 1
CN=www.facebook.com 14
CN=www.globalsign.com 1
CN=www.google.com 12
CN=www.hamdami.com 1
CN=www.mossad.gov.il 5
CN=www.sis.gov.uk 10
CN=www.update.microsoft.com | 4
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