












Chapter 3
GOVCERT.NL in 2006

> Het overgrote deel van onze tijd wordt besteed aan prevene.

GOVCERT stands for: Computer Emergency Response Team of the Dutch government. 

A more dynamic title could perhaps be: the government’s digital fire brigade. Because as well as 

intervening and offering assistance during incidents (extinguishing the fires) most of the time is 

spent on prevention (preventing fires). 
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3.1 Tasks  
GOVCERT.NL’s mission is to raise ICT security within the 
Dutch government to a higher level. The team provides 
support in ICT and information security, with services such 
as prevention, warning, advice, knowledge-sharing and 
monitoring. In addition, GOVCERT.NL helps to prevent 
and deal with security incidents, 24 hours a day, 7 days a 
week. In other words: just as the fire brigade, GOVCERT.
NL puts out small and large fires, but also devotes much 
attention to prevention.In 2006 GOVCERT.NL started up 
a number of projects in cooperation with partners, such as 
the monitoring project and the WARP project. More about 
the projects and the way in which the above-mentioned 
tasks are carried out can be found in Chapter 4.
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Staff
1 General manager			 
1 Operational manager			 
1 Programme secretary			 
1 Office manager				  
1 Communication consultant

Security Team	
1 Team leader					   
9 Security Specialists

Knowledge centre
1 Team leader 				  
3 Information security consultants

Projectmanagement
1 Team leader 				  
3 Consultants/project leaders	

3.2 Organisation
GOVCERT.NL continued to grow in 2006. The increase 
in task areas and projects also brought with it a substan-
tial expansion of the organisation. The organisational 
chart shows what the organisation looked like at the end 
of 2006. The fixed formation comprises 18 FTEs. Apart 
from that, people are hired on a temporary basis, to 
carry out projects and the development of services. 

> By far the largest part of our time is spent on prevention
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Municipalities 
•	 Den Haag
•	 Rotterdam 
•	 Breda
•	 Purmerend
•	 Heusden

High Institutions of State  
•	 Council of State 
•	 Court of Audit 

Autonomous administrative authorities  
•	 The Land Registry 
•	 Statistics Netherlands (CBS) 
•	 ICT Service for Police, Judiciary and Security 	
	 Cooperative (ISC) 
•	 Independent Post and Telecommunications Authority 	
	 (OPTA)
•	 Autority for the Financial Markets (AFM)

Other  
•	 House of Representatives of the States General 
•	 ICTU

Central government 
•	 Ministry of General Affairs (AZ) 
•	 Ministry of the Interior and Kingdom Relations (BZK) 
	 o	 Personal Records Database and Travel Documents 	
		  (BPR) 
•	 Ministry of Foreign Affairs (BZ) 
•	 Ministry of Defence 
•	 Ministry of Economic Affairs (EZ) 
	 o	 Telecom Agency
	 o	 Netherlands Competition Authority (NMA) 
	 o	 Netherlands Patent Office 
	 o	 Senter Novem
•	 Ministry of Finance 
	 o	 Tax and Customs Administration
•	 Ministry of Justice 
	 o	 Custodial Institutions Service (DJI) 
	 o	 Netherlands Forensic Institute (NFI)
•	 Ministry of Agriculture, Nature and Food Quality (LNV) 
•	 Ministry of Education, Culture & Science (OCW) 
	 o	 CFI Agency
	 o	 Netherlands Institute for Cultural Heritage 
•	 Ministry of Social Affairs and Employment (SZW) 
•	 Ministry of Transport, Public Works and Water 	
	 Management (V&W) 
	 o	 Transport, Public Works and Water Management 
		  Inspectorate 
	 o	 Royal Netherlands Meteorological Institute (KNMI)
	 o	 Directorate-General for Public Works and Water 
	 Management
•	 Ministry of Health, Welfare and Sport (VWS) 
	 o	 Medicines Evaluation Board Agency 
	 o	 Central Information Unit on Healthcare Professions 
•	 Ministry of Housing, Spatial Planning and 	
	 Environmental Management (VROM) 

Provinces 
•	 Friesland
•	 Flevoland

3.3 Constituents
The number of constituents increased by 10 in 2006. These included municipalities, provinces and other participants, 
such as the Authority for the Financial Markets and OPTA. 

REMARKABLE_INCIDENTS

Blacklist report
In January 2006, a report came in that one of the participa-
ting organisations was blacklisted. E-mails sent from that 
IP-address were regarded as spam and the e-mail traffic 
was partially frozen. In consultation with the participant, 
GOVCERT.NL contacted the administrator of the blacklist, 
following which the administrator revised the blacklist. 
GOVCERT.NL frequently receives reports such as this. 
Sometimes, it turns out that it is an infected system that is 
sending spam and sometimes, it is the case that the orga-
nisation has undeservedly been blacklisted or that spam 
messages are being bounced, on the basis of which it 
seems as if the organisation itself is sending spam. 
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> The number of constituents has increased again in 2006

GBO.Overheid
Since 1 January 2006, GOVCERT.NL has been 
part of the Gemeenschappelijke Beheer Orga-
nisatie van de Overheid (GBO.Overheid). GBO 
is responsible for the management and further 
development of cross-government ICT facilities. 
In addition, common standards are developed 
in order to facilitate the exchange of information 
between government bodies, citizens and busi-
nesses.Continuity, reliability and integrity form 
the prime requirement for these facilities. GBO.
Overheid is a service organisation in the pu-
blic domain and supplies services in the area of 
authentication (DigiD/PKI-Overheid), commu-
nication traffic (Overheidstransactiepoort), ICT 
security (GOVCERT.NL and Waarschuwings-
dienst) and open standards. GBO.Overheid fits 
into the government’s aim of improving its service 
to citizens and businesses.

GOVCERT.NL
Annual Review 2006

Development of the number of constituents
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Knowledge Centre
The Knowledge Centre published 10 white papers in 
2006: files on a specific problem or subject. Subjects of 
the white papers were (amongst others) mobile equip-
ment and data carriers, business continuity management 
and safe outsourcing of ICT. White papers are written in 
order to keep the participants proactively up to date with 
developments relevant to them. The papers are kept in 
the Knowledge Database, which the participants can 
log on to through the website www.govcert.nl, where 
they will also find other information such as reports and 
studies, news and background articles. The Knowledge 
Centre collects knowledge from the Netherlands and 
abroad with the purpose of sharing it. The consultants of 
the Knowledge Centre also give presentations at confe-
rences and symposia, both national and international. 

Consultations
In 2006 the Operational IRT (Incident Response Team) 
consultative group met 6 times. The DSC (Contact 
Persons Participants) consultative group came toge-
ther 4 times and the consultative group for Information 
Security Officers (IB-overleg) 11 times. The aim of 
these consultations is to exchange information and 
evaluate the work carried out. Ad-hoc meetings are 
also held following incidents or to discuss a topical 
theme. 

Symposium
GOVCERT.NL’s annual conference was held for the 
fifth time in 2006. Under the title “Exchanging know-
ledge is the answer”, all kinds of workshops were orga-
nised on 14 and 15 September, varying from technical 
to policy-oriented. More than 450 guests from home 
and abroad attended the symposium, during which a 
range of themes and subjects were discussed, from 

identity management 
and identity fraud to 
policy and awareness 
and new developments. 
As well as the thematic 
sub-sessions, there 
were a number of inspi-
ring plenary sessions 

in which the future was once again the central theme. 
Led by BBC anchor man Nicholas Witchell, renowned 
speakers from the Netherlands and abroad, such as 
Dick Hardt, Rob van Wijk, Richard Thieme, Marcus 

Chapter 4
Activities in 2006
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The services of GOVCERT.NL can be roughly divided into two categories: prevention and dealing 

with incidents. A large number of activities are carried out within this framework, while a variety of 

projects were in progress in 2006.

such as malware and vulnerabilities. There is a ‘photo’ 
of each individual participant: a description of systems 
used, software and hardware, security applications etc. 
This allows the technical team to draw up a personalised 
advice for each participant. The ‘advisory’ describes the 
nature, extent and risk of the threat and the most effective 
way the specific participant can deal with it. 

An advisory deals with a specific problem. An update 
on an advisory is sent when more information about the 
problem becomes known, if the problem has come to light 
on other platforms or in other software too, or if a patch is 
available. 

4.1 Prevention
In 2006 too, most of the work of GOVCERT.NL was 
in the area of prevention. In other words: preventing 
incidents. 

Security Team 
In 2006 the Technical Team of GOVCERT.NL sent out 
604 advisories to participants. The technical team’s speci-
alists collect information continually on vulnerabilities and 
threats, and pass on the relevant information about them 
to participants. About 450 public and private websites 
and 150 mailing lists were examined for this purpose, 
in which 1100 products were checked for new threats 
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Sachs and Scott McIntyre gave their vision, identified 
trends and talked about some exciting new develop-
ments. Presentations and the cartoons made during the 
conference are available on a CD-Rom.

Communication
Timely and fast communication is vital in the service 
GOVCERT.NL provides. With constituents, but also with 
the parties in the major international networks, with the 
press and with the public. GOVCERT.NL has a number 
of communication tools at its disposal to allow it to 
perform these tasks properly:
•	 e-mail, SMS en telefoon
•	 website
•	 knowledge database
•	 New Year’s newspaper
•	 annual report
•	 advisories, reports and white papers
•	 informative films
•	 press publications
•	 presentations at symposia and conferences in the 	
	 Netherlands and abroad
•	 annual international GOVCERT symposium

4.2 Dealing with incidents
GOVCERT.NL was called upon 55 times in 2006 to 
deal with incidents. Several dozens of these involved 
its own participants whose business operations were 
being compromised by an external attack. Reports 
were also made of defaced websites and DDoS 
attacks. The banks too reported incidents as part of 
the Notice and Take Down project with the NVB and 
the NICC (see also under 4.3 Projects). In addition, 
GOVCERT.NL was involved in dealing with incidents 
at ‘third parties’: organisations who are not participants 
but reported an incident that had a relatively 
far-reaching effect on the outside world. The security 
specialists give advice on how to eliminate or limit 
the damage and what measures should be taken. 
They provide support in making a report, call on the 
assistance of parties in the network, issue warnings 
through Waarschuwingsdienst.nl or assist in making a 
report to the police.

figure 4.1
GOVCERT.NL
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A crucial aspect of dealing with incidents is the 
GOVCERT.NL network. It works together with partners 
such as the National Police Services Agency (KLPD), the 
Public Prosecution Service, the Internet Service Providers 
(ISPs), OPTA, AIVD (National Intelligence Service), banks 
and international CERT’s. It is especially these contacts 
that make it possible to close down a malicious Internet 
site as quickly as possible or report a criminal activity, if 
desired. Precisely because the Internet has no borders 
and incidents occurring in the Netherlands are often 
initiated from another country, this international coope-
ration is of great value. Conversely, GOVCERT.NL itself 
is also approached by foreign CERTs or ISPs to help on 
cases that come to light here in the Netherlands. 

4.3 Projects
In addition to its ‘basic services’, GOVCERT.NL worked 
on a number of large projects in 2006. Through these 
projects, knowledge about new developments is 
collected and shared.

Notice and Take Down
In February 2006 the Notice and Take Down project 
was started in cooperation with the Dutch banks through 
the NVB (Netherlands Bankers’ Association). The rea-
son for this was the increase in phishing and pharming 
(see Chapter 2, paragraph 2.2: Cybercrime). The Dutch 
banks wanted support in their battle against this pheno-
menon, while GOVCERT.NL had the knowledge to do 
this in cooperation with the NICC (National Infrastruc-
ture Cybercrime).Due to its success, the project was 
extended in 2006. 46 reports of phishing sites were 
received in 2006, either by the banks or identified by 
GOVCERT.NL itself during the security team’s ‘security 
rounds’ (see also: 4.1 Security Team). Of these, 20% 
were closed down the same day and about 50% within 
one day. Particularly striking was the large increase in 
phishing attempts in November, probably exploiting gre-
ater consumer demand (online as well) at that time of the 
year (Saint Nicholas, Christmas). 
It is precisely in the Notice and Take Down project that 
we see time after time the added value of GOVCERT’s 
international contacts. Most of the phishing sites that 
look like those of Dutch banks are created and put 
online abroad. With the help of its international network, 
GOVCERT.NL has therefore been able to achieve good 
results in 2006.

WARP
From May 2006 to June 2007 the WARP experiment will 
be taking place within GOVCERT.NL. It will be carried 
out together with NICC and KennisNet. 

WARP stands for Warning, Advise and Reporting 
Point. The concept originates from the British govern-
ment and has been developed to offer computer users 
in certain sectors personalised information to protect 
their computer. The Dutch WARP experiment focuses 
on education in the Primary and Vocational & Adult 
Education sectors. The purpose is to set up a pilot 
WARP within education that can serve as an example 
for other communities, and by doing so to test the 
usability of the WARP concept. ICT coordinators/admi-
nistrators of educational institutions will play a crucial 
role in this pilot. In September 2006 an example school 
day was organised together with SURFNet, at which the 
concept of the WARP was presented. The first contacts 
were also made with schools, especially in secondary 
education and the ROCs (Regional Education Centres). 
Following the demo developed by GOVCERT.NL, the 
first schools signed up to the project in December 2006.

Monitoring
The basis was laid in 2006: the start of a monitoring 
project for constituents of GOVCERT.NL. Sensors 
were installed around the periphery of the network of 
14 GOVCERT.NL constituents. These sensors record 
all the external traffic that tries to connect to the parti-
cipants’ network, which allows one to see the number 
of attacks, the amount of malware and other unwanted 
communication flows. These are registered, enabling 
GOVCERT.NL to draw up an analysis of the individual 
participant’s situation. 
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In 2006, GOVCERT.NL and SURFNet signed a decla-
ration of intent to develop the project further. SURF-
net developed the software (IDS, Intrusion Detection 
System) for the monitoring system and also installed 
sensors at its own participants. The ultimate aim is to 
create an early-warning system for the constituents 
that detects zero-day exploits and new malware at a 
very early stage; a kind of Internet weatherman who 
will predict what is going to happen on the Internet. 
The monitoring system will of course be of great value 
to GOVCERT.NL in handling incidents, since it provi-
des valuable information on threats. The ambition is to 
increase the number of installed sensors during 2007. 
The monitoring system is a well known concept abroad: 
GOVCERT.NL presented it in the USA and in France, 
amongst others.

REMARKABLE_INCIDENTS

Virus outbreak at a participating organisation
In April 2006, a participant reported that a virus-outbreak was 
in progress. Two security specialists from GOVCERT.NL sized 
up the situation on site. They discovered which exploit was 
being used in order to abuse the system and ensured that a 
patch was applied manually. In view of the fact that the virus 
was unknown, GOVCERT.NL contacted the antivirus soft-
ware supplier with a request to develop a new update at short 
notice so that this virus would also be recognised. The update 
was delivered within a few hours and the virus outbreak was 
contained. 
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figure 4.3.1 Days required to carry out Notice and Take Down requests

figure 4.3.2 Concept Monitoring System


