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Note to the reader

GOVCERT.NL bases its advice and warnings on various sources of information. A large number of open
and closed international information sources and colleague organisations of CERT provide insight into

new vulnerabilities, threats and abuses. Participants and partners with whom GOVCERT.NL cooperates
provide information about individual incidents and questions their members would like to see answered.

In addition, GOVCERT.NL has its own monitoring network, in which current information about port scans
and malicious programmes offered have been gathered and presented since April 2006. This report was
produced by using these sources, basing the identified trends on facts and concrete observations. There-
fore, do not expect any estimate of the extent of cyber criminality in the Netherlands, because we simply do
not have sufficient concrete evidence. In this report, various examples are quoted. More information about
them can be found on the Internet. The links to this information are easily accessible through the website of
GOVCERT.NL: http://www.govcert.nl/trends.

er
ase of references to external sources GOVCERT.NL does not guarantee the correctness and completeness of this information.
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Real-life facts and figures are indispensable

Zero days, spam, phishing and botnets. To many people, these are not familiar terms. However, these are every-
day phenomena, which affect many organisations and individual home users. These terms are directly related to a
development that has concerned me — and many others with me — for a long time: the growth of cyber crime.

Cyber crime is on the increase in all sectors of society. This is the reason for the statement in the Dutch government
policy agreement, which came about in February 2007, that this increase should be resolutely combated. In addition
to the blessings of the Internet - we have also formulated ambitious goals for the provision of online services - there
are downsides to the openness and opportunities of the worldwide web. And we need to take them seriously.

In this Trend Report by GOVCERT.NL, the Computer Emergency Response Team of the Dutch government, this is
made clear in no uncertain terms. | am extremely happy that this report has been produced: based on the factual,
daily observations by an operational service, which has exceptional expertise in the area of information security.
The report presents the outcome of much experience and information and it is good that this is shared.

GOVCERT.NL has now been in existence for five years and during this period has made an indispensable contribu-
tion that benefits both its own participants as well as computer users at home and in small-sized companies.

There is too little awareness amongst civilians and companies of the urgency of the problem of cyber crime.
Despite its extent and range, many people are under the impression - consciously or unconsciously - that this
problem does not concern them. Although cyber crime is often almost invisible, its effects are enormous. The

key issue in this is creating awareness. Practical advice, national and international contacts and effective security
instruments constitute elements of the solution.

| hope and expect that this Trend Report, which contains concrete figures and trends will play a role in the process of
creating more awareness. Facts are useful to improve insight into the problem. As a result, we are better able to work
on solutions. If we do nothing with these clear signals, we are closing our eyes to an undesirable development.

The State Secretary of Internal Affairs and Kingdom Relations
Ank Bijleveld-Schouten
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Chapter 1
The metamorposis of information

1. The metamorposis of information

“Information wants to be free” Steward Brand said at the first “Hackers Conference” in 1984, during the

initial days of the digital era'. In his statement he referred to the fact that information, and digital information
in particular, is very easy to duplicate and distribute. At the same time, information is becoming increasingly

valuable and the need for protecting it ever greater. Even then, he was already well aware of this area of

concern.

Now, almost 25 years later, the statement of Steward Brand has

still not lost any of its relevance. Moreover, the contradictions

between the way information can be shared on the one hand

and the value of information on the other, has only become more

pronounced. The statement therefore succinctly represents what

we identify as the changing role of information in our society

and the appeal this has to criminals. In this chapter, we will

briefly highlight several aspects of information that we have seen

changing during the past years:

* Information becomes more mobile and as a consequence
more vulnerable and more difficult to control;

* Information no longer stands on its own - chains of information
create dependencies and new vulnerabilities;

* Information becomes more valuable and therefore more
attractive for abuse.

As a result of developments in these areas, the risk that informa-

tion - also your and our information — will be used in unintended

ways is on the increase, whether that is by accident or as a

result of evil intent. We are dealing with a changing threat profile

in the area of cyber crime.

1.1 Information becomes more mobile
Humans are sometimes called informavores. Our lives depend
on information and this dependency is growing stronger.
What we have mainly seen during the past years is that people
increasingly have a need for having information available at any
time. For example, USB sticks for transporting information,
MP3-players that allow one to listen to music always and every-
where, and also the various intelligent devices that are available:
telephones, combined with walkmans and browsers. Or PDA's,
which in fact are fully-fledged miniature
We are dealing computers. In 2006, the market for this type
with a changing of mobile devices experienced a spectacu-
threat profile lar growth compared to 2005°. Until a few
in the area of years ago, it was quite normal to get into
cybercriminality.  the car without navigation computer and
mobile telephone. This has now almost
become an exception. Organisations too, cannot avoid taking a
stand with regard to such mobile data carriers and the mobility
of data in general. On the one hand, employees demand infor-
mation and access to systems and networks when and where
they need it, on the other, suppliers and buyers also have a

growing need for information. In organisations, this can lead to
an increase in productivity, but ensuring that information can
be accessed in a flexible way creates complex issues at dif-
ferent levels: the technical level, the strategical level and most
certainly at the information security level. The question is: which
techniques does one choose and do the rules for behaviour
need to be adapted? Also, what are the effects on information
security policies? The introduction and distribution of mobile
data carriers contribute to the fading of the border between
one’s own organisation and the outside world, in the same way
as the border fades when people are able to telework. Increa-
singly often, information is located outside what is traditionally
considered as “the own domain”. The control that one has over
the information will therefore be reduced. A good example of this
is the shocking number of mobile devices (mobile telephones,
PDA’s, laptops) that people forget or leave behind somewhere
by accident. A study from November 2006 shows that in the
area around Washington D.C. in the US, more than 8,700 mobile
devices were left behind in taxis over a period of six months!®
As a result, a wealth of information became public more than
8,700 times over. In the Netherlands we recently experienced a
number of high-profile incidents, which illustrate the fading of the
border between one’s own organisation and the outside world.*
As we gather from all the questions we receive, the issue of
mobile data carriers is a “hot topic”, which is evident at all levels
and amongst almost all participants of GOVCERT.NL. This is
not only an issue with the government, but also in the business
world. In October 2006, GOVCERT.NL published a white paper
about this subject for its participants. A great need currently
exists for standards for safely using mobile data carriers and
“approved” devices. In order to provide this,
Almost all a study was carried out by the Dutch ‘Natio-
participants naal Bureau Verbindingsbeveiliging’ (NBV)
are concerned  about secure USB sticks to be used for data
about the classified as “Departmentally Confidential”.
additional risks  Since then, a single stick has been approved;
posed by mobile a second one will soon follow.® However,
devices. the market research conducted by the NBV
beforehand shows that many products do not
nearly meet the expectations. Out of ten products, seven were
disqualified immediately and an eighth was not available on time.
Government employees who work from home still often lack

facilities to do so safely. Often, safe connections are used,

but occasionally documents and files end up on the private
computers of employees. At this level, the costs and regulations
for workplaces at home form an obstacle and often it becomes
the responsibility of the employees. Incidents as described by
the media indicate that this is not always a sensible policy.

1.2 Information no longer stands on its own

The Dutch “Andere Overheid” ° action programme aims

at modernising the government, so it will be better able to
adequately deal with major social problems. This modernisa-
tion and efficiency drive is realised mainly by clever use of IT
resources. One of the action areas of the programme is, for
example, the improvement of the government service provision
to civilians. This includes online service provision, for which it

is specifically stated that: “the cabinet strives to ensure that by
2007, 65% of the public services (of the government, provinces
and municipalities) can take place via the Internet.” Well-known
projects that have been the outcome of the action programme
are, DigiD" and the Personal Internet Page® (PIP), for which a
pilot is currently under way. Research has shown that 50% of the
Dutch Internet users already make use of the online services of
the government®. According to the latest report, the government
is well on its way to realising this objective”. But what are the
real consequences of the online provision of services to civilians
and companies? One of the focus areas concerns the linking of
networks and databases. If a government organisation wants to
approach the exchange of information in an efficient manner,

Figure 1-1

The reference architecture of the electronic
government in accordance with NORA 2.0 shows
a complex exchange between civilians, companies
and different government services.

Communal Front Office

Governemental Transaction Gate
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it will have to find a way to include the data that is delivered to it
in its processes in a (semi-)automated manner. This obviously
involves additional risks, because it involves information that
comes from outside and basically “cannot
Electronic be trusted”. The development of security
government measures and agreements between the
demands struc- partners in the different process chains are
tural attention for issues that deserve structural attention.
the protection of Inversely, the provision of online services
often implies that information from multiple
sources have to be bundled, as, for example,
the development of the abovementioned PIP demonstrates.
To the extent that a service involves more providers and
receivers, it becomes increasingly important to know who is
responsible for which part of the information and also where the
original information is stored. The way in which authorisations
are dealt with and maintained for access to the systems is one
of the fundamental areas of attention. As is evident from the
schematic representation of the electronic government in
Figure 1-1", information chains can be fairly complex.

information.

1.3 Information becomes more valuable

More and more people register with their personal data at
government organisations, webshops and services. The
databases which are created this way contain lots of interesting
information. It is because we are now in a position to arrange
many things online that the information, which is required to do
S0, is becoming more valuable.

Mutual information
exchange within the
government

|
l

Trade register.

Buildings

Fiscal authorities

Topography

Addresses

Licences

Plicy admin.
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1 Steward Brand developed this further in his book “The Media Lab: Inventing the Future at MIT” from 1987

2 Data of IDC: http://www.idc.com/getdoc.jsp?containerld=prUS20578607. Data of Canalys: http://www.canalys.com/pr/2007/r2007024.htm

3 “New survey reveals thousands of mobile devices left behind in major U.S. city taxi cabs”, 28 November 2006: http://www.pointsec.com/news/newsreleases/release.cfm?Press|d=386
4 Letter about security incidents from the Ministry of Defence. http://www.mindef.nl/tekst/actueel/parlement/kamerbrieven/2006/2/20060609_briefveiligheidsincidenten.aspx

5 See the NBV newsletter of December 2006: http://www.aivd.nl/contents/pages/70893/nieuwsbriefnbvdec.pdf

http://www.andereoverheid.nl/AndereOverheid/Web/Het+Programma/
http://www.digid.nl

6
7
8 http://www.e-overheid.nl/atlas/overzichtskaarten/pip
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9 Government services via internet popular, CBS 18 April 2007: http://www.cbs.nl/nl-NL/menu/themas/bedrijven/publicaties/artikelen/archief/2007/2007-2173-wm.htm
" http://www.andereoverheid.nl/NR/rdonlyres/1EE4F67B-3D1C-436D-93FF-8B953F100924/12924/VoortgangsreportageAndereOverheidapril2006.pdf
11 Source: http://www.e-overheid.nl/. Taken up under the following conditions: http://creativecommons.org/licenses/by-nc-sa/2.5/nl/
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In addition to information needed to arrange government affairs,
one can also think of information needed to make banking and
insurance arrangements. Criminals are attracted to this infor-
mation and they actually do succeed in realising financial gains
and in establishing a lucrative criminal organisation. There are
many different estimates about the extent of the damage done
by cyber criminality — and it is not known how reliable any of
them are. But we do know for certain that enormous amounts
are involved. Another characteristic of online activities is that they
are independent of where the user is located physically. Whether
this is at the office, at home or at a cyber café in Bangkok. This
is a reality eagerly exploited by criminals. They are able to steal
valuable information, such as the data needed to log into bank
accounts and payment systems, on a large scale and from a
distance from unsuspecting computer users. Criminals are then
able to abuse this information — again from a distance.

In order to acquire their loot - the digital information - criminals
use malicious software, which they distribute by email and via
websites. In this way, they reach large groups of computer users,
amongst whom there will always be enough who fall victim to the
traps they set. This trend has been noticeable for several years.
In the next chapter, we will describe in detail the methods and
means that are most frequently used at the moment.

1.4 The consequences

As we saw earlier, there are many reasons why Internet criminals

may be out to get our information.

« Information is becoming more mobile and less bound by the
borders of organisations and networks.

» At the same time, information is becoming more valuable —
it can be used online to achieve more things with increasing
ease.

« Finally, large amounts of information can be accessed from a
distance.

5 .

As a result, the appeal of digital information has become really
huge and this has serious consequences. We have to be aware
of the fact that criminals are prone to intensify their focus on the
online activities undertaken by people and
Those who the government — who will have to protect
develop new themselves against this threat more rapidly
services are than they are doing at the moment. We have
still insuffi- to pay attention to the way in which we protect
ciently aware the information and systems we manage.
of the speed As government and companies, as employer

at which or as private home user and perhaps as
cyber crime is  educator of our children. As we will see in the
growing.. following chapter, the means used for stea-

ling our information have changed during the
past few years. This means that the defensive measures that
we are familiar with are no longer sufficient in all instances. We
will need to take other or additional measures — both at home
and at work. In chapter 3, we will describe a number of possible
measures in the form of a fo do list.

GOVCERT.NL
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2. Facing the facts
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This chapter briefly describes the methods and the resources used by Internet criminals to earn income.
In addition, we will use this chapter to describe in more detail some of the important recent trends related to

malware and other criminal means.

We see, for example, an increasing use of so-called zero-day
exploits to infect computers and an increased use of targeted
attacks on a smaller scale. Spam is no longer only a nuisance.

It has also become a risk. Finally, we focus on two developments
related to phishing - phishing by proxy and attacks on systems
that are protected by using two-factor authentication.

2.1 The malware industry
Bots and botnets are key elements in the problems related to
cyber crime and malware. Bots and botnets can even be descri-
bed as the backbone, the infrastructure of cyber
Botnets crime. A botnet is a group of infected computers
form the that can be controlled from a distance by internet
infrastruc-  criminals. The size of a botnet may vary from a
ture for few dozen to some tens of thousands of bots that
cyber crime are online simultaneously and can be used for
criminal objectives®. Table 2-1 represents infor-
mation about five important court cases in which botnets played
a key role. The striking thing about this list is the rapid growth
in the size of the botnets used. This demonstrates that Internet
criminals are able to create and maintain large-scale botnets.
Criminals and gangs invest much time in making sure a botnet
remains active, among others, by adapting them continuously
to make sure they remain undetected. However, such large
networks are not essential to the activities for which botnets
are used. A botnet of several hundred bots is sufficient for an
effective spam run and several thousand bots are sufficient for
a DDoS attack. It is however true that the effectiveness of data
harvesting from computers improves as the botnets become
larger.

Botnets are primarily used for two purposes: as a means

to generate criminal income and as a means to infect more
computers and expand the botnet in this way or generate new
botnets. In order to gain an insight into the possibilities, we will
briefly describe a few examples®”. A botnet may be used for
sending emails on a large scale, for spam, scams or phishing.
Bots may also be used to gather data (also called harvesting)
from infected computers. The criminals’ objective is to find
credit card information, but also serial numbers of games

and other software, data needed to log in and email addres-
ses. The data gathered is then abused or traded. Finally, bots
may also pose as legitimate users of websites. This way, bots
are employed to generate mouse clicks on web advertise-
ments, which provides the owner of the web page with more

advertising income: the so-called click fraud. Bots can also be
used en masse to incapacitate websites or, in case of black-
mail, threaten to do so. These are the well-known (d)DoS-
attacks. Botnets are also used to distribute malware aimed at

infecting more computers that can be used as
Bots are very  abot. This is often accomplished by sending
versatile and  emails. The emails contain attachments with
being deve- malware or links to websites that infect the
loped rapidly.  computers of users. Other types of bots scan

the networks to which the infected computer
is connected and in this way find more hosts that can be infec-
ted. In company networks, computers are often configured in a
uniform manner. As a result, it is highly likely that many victims
could be infected via the same vulnerability. This is what is
observed in practice.

Case Size botnet Used for
OM vs. Hackers group According to statement by Suspension of websites
Ox1fe (2005) suspects: 400 — 10,000 regering.nl and overheid.nl
VS vs. Clark (2005) 20,000 Suspension of digital services
VS vs. Anchetta (2006) 400,000 Suspension of digital services
VS vs. Maxwell 625,000 Distribution of adware
OMvs.S.BenF.C. millions Registration of keyboard activity
(2007, under appeal) (key logging)
Electronic banking fraud
Suspension of online services
Table 2-1

Published convictions of cyber criminals who use botnets for blackmail and fraud.
Sources: Court Rotterdam, US Department of Justice, Court Breda

12 Regular reports appear in the media about botnets of several hundred thousand to more than a million bots. Different opinions exist about counting and determining the size of botnets.
An enlightening study about this was presented at the Usenix “HotBots” conference held on 10 April 2007.
“My Botnet is Bigger than Yours”: http://www.usenix.org/events/hotbots07/tech/full_papers/rajab/rajab.pdf

13 For extensive information about botnets, we refer you to http://www.govcert.nl/trends
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Figure 2-1

Illegal activities and their relationship to botnets

It is important to realize that these activities do not necessarily
need to be controlled by a single administrator. The manager of
a botnet (bot herder) will often rent out parts of his botnet to other
criminals, who use the bots for an attack or spam run.

The bot herder himself also makes use of the services of others,
for example, to obtain information about new exploits. As such,
a market exists for technology and services.

We will devote the remaining part of this chapter to important
recent developments related to malware, bots and botnets.

2.2 Targeted attacks, zero-day exploits and reduced
recognition
There was a huge increase in the abuse of zero-day exploits
during the second half of 2006™. A striking example was the use
of malware that exploit leaks in Microsoft Office products:
Powerpoint, Word and Excel all fell victim to malware, which
often seemed to be of Chinese origin™. Also exceptional, was
that the malware was used in very small-scale and directed
or targeted attacks. Such a targeted attack that makes use of

a zero-day exploit, occurred in May 2006
Office files with  in the US Department of State, when an
zero-day exploits employee received an email with attach-
constitute a ment. The attachment, a Word document,
huge threat was supposed to contain a speech held in
during targeted ~ Congress about a relevant subject. In reality,
attacks. the Word document contained the exploit-

code for an unknown vulnerability in Micro-
soft Word, as a result of which the computer of the employee
became infected®. No more information about the origin of this
attack was made public. By utilising zero-day exploits on a small
scale, Internet criminals prevent their malware from being recog-
nised. Because small-scale infections are always less noticeable
than large scale attacks. As a result, it often takes longer before
anti-virus suppliers produce updates. Much of the malware in
circulation is therefore (as yet) not recognised.

numbers

Data from the monitoring system of GOVCERT.NL confirm this.
The figures below contain information about the last 2000 files
that were analysed by the monitoring system in 2006.

The figures indicate how many virus scanners recognised a
specific type of malware during the first scan.

Figure 2-2

Of the unique malware files offered in 2006, only 74% was immediately recognised

(n=1942, result when using two virus scanners). Installation of a third virus scanner half-
way through the measuring period improved this figure to 85% (figure below, n=1112).

recognised: 74%, not-recognised: 26%

recognised: 85%, not-recognised: 15%

Malware that is not recognised initially, has a large chance of
being recognised later on, when the virus scanners are provided
with a new update. After each update, the malware that was not
recognised earlier is scanned anew and it often happens that
the correct update is loaded after one day. But it also often takes
3-5 days. A small part of the malware was only recognised after
more than 10 days.
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Figure 2-3
Time lapsed between the download of malware and it being recognised by virus scanners
(n=44112)

It is also striking that in some instances, new vulnerabilities in

Microsoft products appeared immediately
Virus scanners after the monthly patch day of Microsoft.
are no longer As a result, it often took at least a month
sufficient as the before a patch that repairs the particular
only measure vulnerability became available. The figure
against infections.  2-4 provides an overview of the relation-

ship between the moment when serious
zero-day vulnerabilities become known and the monthly patch
day of Microsoft.” However, zero-day vulnerabilities did not
remain limited to the products of Microsoft. Other products too,
fell victim to internet criminals.

14 Messagelabs published a special report about this. The report, from March 2007, can be found on: http://www.messagelabs.com/Threat_Watch/Intelligence_Reports
15 See, for example, MS Word Exploit Creation Tool, 4 April 2007: http://www.symantec.com/enterprise/security _response/weblog/2007/04/ms_word_exploit_creation_tool.html
16 The transcript of the statement about this incident by Donald R. Reid, Senior Coordinator for Security Infrastructure, can be read on: http://www.state.gov/m/ds/rls/rm/83256.htm

17 Also see the press report about this: http://www.govcert.nl/news.html|?it=139
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Figure 2-4 VML 0-day
Publication of exploits in relationship to Microsoft's patch cycle 19-09-2006
DirectAnimation 0-day Word 0-day Word 0-day
14-09-2006 14-12-2006 29-01-2007
Word 0-day Excel 0-day
10-12-2006 03-02-2007
Office 0-day Powerpoint 0-day Word 0-day WMI 0-day Word 0-day
20-06-2006 14-07-2006 07-09-2006 01-11-2006 05-12-2006
Powerpoint
0-day
Excel 0-day 29-09-2006 Media Player 0-day
16-06-2006 08-12-2006
2007
Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft
Tuesday Tuesday Tuesday Tuesday Tuesday Tuesday Tuesday Tuesday Tuesday Tuesday Tuesday Tuesday
14-03-2006 11-04-2006 09-05-2006 13-06-2006 11-07-2006 08-08-2006 12-09-2006 10-10-2006 14-11-2006 12-12-2006 09-01-2007 13-02-2007

The risk of abuse is increased because technical details are

often openly published on mailing lists such as Full Disclosure

and Bugtrag®and on blogs. Infamous by now are the “Month
of ...” initiatives, in which, for the duration of

New zero- one month, new vulnerabilities in a specific
day exploits product or products of a specific supplier
for Office were publicised. For example, we have

products are had the “Month of the Browser Bugs”, the
often employed  “Month of the Kernel Bugs”, the “Month of
around the the Apple Bugs” and the “Month of the PHP
day when the Bugs”. A “Month of the Oracle Bugs” was
monthly patch cancelled at the last moment for unknown
of Microsoft is reasons. We expect to see more of these
released. types of initiatives in future. Thus, details
about vulnerabilities appear publicly on
the Internet with increasing frequency and more rapidly. This
enables Internet criminals to easily exploit these vulnerabilities.
Exploit archives on the Internet show all known exploits in a
clear way and offer the possibility to download ready-made
exploits so they can be used for ones own purposes. Other
initiatives simplify the abuse of vulnerabilities
Patches and  even further by building the exploits into user-
attention friendly software. A well-known example of
to patch this is the Metasploit framework. This provides
management even those who are untalented but malicious
still remains  with simple ways to exploit vulnerabilities.
Despite the large threat of new vulnerabili-
ties and exploits, old viruses, or new viruses
using vulnerabilities that have been known for a long time still
remain effective. The monitoring system of GOVCERT.NL often
registers malware that are many years old and in its bi-annual
reports, Microsoft signals stubbornly returning viruses and
worms. This is also evident from the incidents that have been

necessary.

reported to GOVCERT.NL. One lesson is that the threat of
zero-day exploits does not take away the need for system
patches.

2.3 Spam: more than merely a nuisance
In the Netherlands, the share of spam in emails is fairly stable,
but it still involves a large number of messages that nobody
asked to receive. For more information about spam please see
the box “Internet security”. Much of this spam is fairly innocent
and tries to seduce the receiver into buying a wide range of
products. From palm trees and bar stools to Viagra pills — they
all occurred during the past year. But amongst these innocent
though irritating spam messages there are, in some cases, also
less innocent variations. For example, spam messages contai-
ning malware and spam messages in the form of phishing.
For the time being, Internet criminals do not seem to get tired
of sending large amounts of spam containing malware. They
use current events and developments. At the end of 2006, the
Nuwar worm was distributed in large numbers

Currently, via email messages with the title “Happy New
spam is Year!” and “Warmest Wishes For New Year!”.
not only a The storm that raged across Europe and

nuisance, but  which immobilised public transport and traffic
also a risk. again presented an opportunity for a new

worm storm. The increased amount of spam
with malware results in more infections of clients. After the
infection, the clients may possibly be part of a botnet. A more
extended botnet in turn offers more possibilities for the sending
of spam. As a result, a vicious circle is created in which more
spam leads to more infections and more infections in turn lead
to more spam.

18 Both lists are available via http://seclists.org/

GOVCERT.NL
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2.4 Developments related to phishing

“Dearest Postbank customer”, an unusual greeting from your
bank. And indeed, this is the text of a phishing attack, directed
at clients of the Postbank, which had been roughly transla-

ted by a phisher from the original text by using a translation
programme. The Dutch banks seem to be an increasingly
popular target for phishers. Measures that had been taken by
the Dutch banks, but not by banks in for example, the United
States and in Great Britain, ensured that this phenomenon
hardly occurred in the Netherlands. We now see that internet
criminals devise new ways to make their phishing attacks more
successful. And also to use better texts in their emails.

One of the new techniques is aimed especially at concealing
the actual location of phishing site and at keeping it in the air
for as long as possible. In the case of this technique, phishing
by proxy, bots are used as proxy-servers. Large numbers of IP
addresses are linked to a phishing URL and in this way, form
an intermediate step in providing access to a phishing website.
As a result, the procedure for the blocking of such phishing
sites is made very complex. In some instances, the phisher
has his entire phishing infrastructure (DNS, web server, proxy)
functioning on a botnet. One other important development with
regard to phishing are man-in-the-middle phishing attacks.

In man-in-the-middle-phishing internet criminals position them-
selves between the customer who is attacked and the bank.
Credentials provided by the customer are immediately passed
on to the bank. This form of phishing makes it possible to also
get access to websites if these are protected using two-factor
authentication. These types of phishing-attacks are new: in
the summer of 2006, Citibank became a victim of this form of
attack®™.This was the first known technically successful case
of man-in-the-middle-phishing. It has not been made public
whether any account holders have been duped. In 2007, a
similar attack took place much closer to The Netherlands
when phishers executed a man-in-the-middle-attack on
ABN AMRO.®

Phishing

Name: www.thisbankisreal.com
Addresses: 192.168.0.1,

192.168.1.1, 192.168.2.1, -
192.168.3.1
—
_ﬁ
1721611

192.168.0.1 192.168.11 192.168.2.1 192.168.3.1
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Figure 2-5
Phishing by proxy

Figure 2-6
Number of phishing incidents for which the assistance of GOVCERT.NL was called in by the
Dutch banks.

Diddling passwords has become simple. Everyone offering a public service nowadays, has to ask themselves whether a username and pass-

word still constitute a sufficient basis for confidence. For an increasing number of services, additional measures are introduced, such as the

use of the SSL, through which a digital certificate identifies the service to the user. Another example is the application of personal and recog-

nisable login pages such as those used by yahoo.com. One of the measures Dutch banks deploy is two factor authentication, but they have to

keep on thinking about future steps and have to take additional measures.

19 Citibank Phish Spoofs 2-Factor Authentication, 10 July 2006: http://blog.washingtonpost.com/securityfix/2006/07/citibank_phish_spoofs_2factor_1.html
20 More about this on: https://www.abnamro.nl/nl/overabnamro/internetcriminaliteit.ntml?pos=hp_Ib_20070412_criminaliteit

Number Hits Port number Used for

1 225057 445 Microsoft SMB, Sasser-worm

2 209397 139 Microsoft NetBIOS, veel wormen

3 8961 135 Microsoft DCE, Blasterworm

4 3227 80 HTTP, websurfen

5 1202 5000 Windows UpnP, veel trojans

6 519 10000 Network Data Management Protocol, Cisco VPN
7 339 21 FTP

8 298 110 POP3 e-mail

9 230 143 IMAP e-mail

10 214 42 Host Name Server

Top 10 of the most requested communication ports (Source: monitoring system
GOVCERT.NL, data from a single sensor for the period April 2006)

Number Unique IP-addr Country

1 4396 France

2 3345 United States
3 2414 South Korea
4 2367 Germany

5 2118 Spain

6 1974 Ivory Coast

7 1947 Poland

8 1922 United Kingdom
9 1417 Taiwan

10 1225 Italy

The top ten countries where most of the attacks derive from (Source: monitoring system
GOVCERT.NL, period April 2006 — December 2006). The Netherlands holds the 14th
place.

Number Hits URL

1 526 ftp://uid:pwd@spreadem.domein.info:21/spread.exe

2 303 ftp:// uid:pwd@world.domein.info:21/host.exe

3 200 ftp:// uid:pwd@203.121.x.x:8799/x.exe

4 146 ftp:// uid:pwd@166.104.x.x:2755/9.exe

5 138 ftp:// uid:pwd@163.17.x.x:2755/x.exe

6 125 ftp:// uid:pwd@82.x.x.x:5433/nice.exe

7 109 ftp:// uid:pwd@xman.domein.info:21/myhost.exe

8 97 ftp:// uid:pwd@203.121.x.x:2900/u.exe

9 80 ftp:// uid:pwd@ftpd.salvage.domein.info:21/salvage.exe
10 7 ftp:// uid:pwd@166.104.x.x:2755/2.exe

Top 10 of the download sites used most often. FTP is used most frequently for the down-
loading of malware. In this table, the user names and domains have been made anony-
mous. (Source: monitoring system GOVCERT.NL, data of one sensor over the period
April 2006 — April 2007).

The data set of malware detection is available for download at www.govcert.nl/trends
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“Innovations, such as the introduction of a civilian service number,
the DigiD authentication provision, the exchange of information
between the government inspection services and the digitalisation
of government services and products”.

This means that the protection of information should be arranged on
time and pro-actively. Resistance will have to be overcome, conflicts
between policy and execution will appear and the protection of infor-
mation will again receive much attention because links are made that
could not be realised beforehand. This requires constant alertness,
awareness and keenness.

Wilbert Vrouwenvelder, information protection at the Ministry of Transport, Public Works and
Watermanagement

CERT/CC was established in 1988 as the first incident response
team for the Internet. Our philosophy has always been a
distributed approach to response where we try to motivate large
organizations and countries to create CERTSs, each one to tailor its
services to the needs of the community it serves.

We know the advantages of international cooperation and sharing
knowledge and expertise. During response activities, sharing and
cooperation is essential to limiting damage and quickly responding to
new attacks. At other times such as international conferences and
meetings, teams share lessons learned so that each can benefit from
the experience of the others. GOVCERT.NL is one of the organizations
that supports us in this drive with innovative products such as CERT-
in-a-Box and in actively participating in the international network of
response teams.

Rich Pethia, Director, CERT/CC

“It is important to keep an eye on the risks you are exposed to. It is
worthwhile to use relatively low investments to investigate where
the most important risks that have to be dealt with are located”.
The management has the responsibility to create clarity about this
issue. Blinkers only serve to calm a horse.

René van der Veen, informatiebeveiliger bij het Ministerie van VWS

“AusCERT has had a close working relationship with
GOVCERT.NL since its establishment 5 years ago. From the
outset, we have been there to help provide support to its
capability and operations internationally.”.

In turn, within a short period of time, we gained much from our
relationship with GOVCERT.NL, which has been effective in supporting
the work of AusCERT in Australia on many occasions. Already, we
regard GOVCERT.NL as one of the leading CERTs in europe and the
world and look forward to building closer ties with GOVCERT.NL over
the next 5 years and beyond.”

Graham Ingram, General manager AusCERT (CERT of Australia)

“Banks invest much in internet security. They inform their custo-
mers regularly about measures that customers can and should
take themselves. For this, the banks jointly established a website:
www.veiligbankieren.nl”.

The collaboration with GOVCERT.NL provides support to the banks in
the fight against cyber crime. The initiatives together with GOVCERT.
NL — the Notice and Takedown experiment and the collaboration in

the financial services information hub — are experienced as being

very valuable. The Dutch banks assume that these initiatives will be
continued and where necessary be expanded.

Michael Samson, Netherlands Bankers’ Association
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Chapter 3
To do list

3. To do list

Information security involves the protection of secrets, of identity, of privacy and of precious memories.
Criminal behaviour is shifting to the digital domain, but we are still used to old forms of risk and attacks. It is
time that we also get moving and face up to and defend ourselves against the risks that threaten the digital
environment. To assist you, GOVCERT.NL has produced a to do list for the protection of information, based
on the key points raised in this trend report. This to do list is intended as a starting point.

We have to work together to prevent criminals from gaining a foothold at companies and governments, by actively looking for the weak
points. GOVCERT.NL provides support for doing so by responding to incidents and by stimulating cooperation and the sharing of
knowledge to prevent incidents.

(1A reality check for your information security policy: does it exist already? Has it been defined? Is it up-to-date?
And is it also useful?

[ ] Create an overview of your most valuable information. Give priority to the protection of this information.

[] Make an inventory of those with whom you exchange information: suppliers, customers, authorities and others.

Which arrangements did you make and which measures did you take to ensure that this takes place in a familiar and

reliable manner?

Who has access to which systems and which information? Are the authorisations also correctly implemented?

Communicate about user-, security- and privacy aspects to the users of your services.

OO

Invest in awareness: provide yourself, your staff, customers and management with the correct knowledge about
how they can protect information. The risk involved in issues such as identity theft, phishing attacks and attacks
with zero-day exploits can be considerably reduced by doing so.

Think about whether or how abuse and fraud can be detected on your (online) services.

How do you deal with customers who contend that they have fallen victim to identity theft?

Report security incidents to the police.

OO O

Do not only protect yourself against incoming threats - but also against outgoing threats, for example, presented
by infected computers in the company network. Make sure that your firewalls, virus scanners and intrusion
detection systems and other technical solutions scan both incoming and outgoing data streams.

Ensure that the systems in your organisation are always up-to-date with regard to security updates.

][O

Check which measures have been taken to prevent incidents that can be caused by both your own or hired staff.
Protecting against threats from outside is simply not enough.
[ ] Check whether additional measures are possible against viruses and worms. Make sure that the virus scanners

on the computers are not the only line of defence on which the entire system of protection relies.

Internet Security

12113

According to OPTA, the authority responsible for supervising the post- and telecommunications
market in the Netherlands, internet security is an important focus area. Internet security improves
the confidence end users have in internet and email. In this context, OPTA provides its view on

the current situation.

OPTA focuses on two aspects of internet security.

The first aspect is undesirable, unsolicited messages or
spam that are sent in large numbers. The second aspect
is the growth in undesirable software, which is placed on
computers without the consent of the end user. As a result,
consumers and providers of electronic communication
networks are burdened in an unnecessary way.

Spam is stable in the Netherlands

Research by a market player into the growth of spam shows
that Hong Kong, Singapore and Australia are targeted more
often than in 2005. Switzerland, Canada and the United
States on the other hand, have considerably less problems
with spam. With 50%, the Netherlands remains stable when
compared to 2005”'. In the Netherlands, the most spam

by far is sent by email. Fax and SMS spam do occur, but

in relatively insignificant numbers when compared to the
abovementioned email spam. Spam via automatic call-up
systems occurs least often.

Unwanted software

Unwanted software has far-reaching consequences for
end users. The programmes execute activities that serve
third parties but that are invisible to the end user. OPTA
distinguishes the following three forms:

» Spyware, software which gathers sensitive information
about end users, such as bank details;

Adware, software that ensures that the end user
regularly receives unwanted advertisements;
Traditional viruses that causes damage on the computer
of the end user;

» Modern viruses through which the control over a
compulter is transferred to a third party, for example,
by means of a Trojan horse.

The most commonly used ways for distributing malware
are emails, internet sites and free software. Worldwide, the
Netherlands has a large share in the hosting of websites
that attempt to install spyware. In 2006, most spyware
originated in China, the US, the Netherlands and France.
The high ranking of the Netherlands as distributor of
spyware is striking. In the past (2004), the Netherlands
had a similar high score on the list of spam distributing
countries. The percentage Adware on infected computers
worldwide is estimated to be 59%.

Viruses and spam

Often the virus variation is used for the creation of a
botnet. Among others, these networks are used by internet
criminals to send spam. The advantage this offers is that
the sender remains anonymous. Larger spam organisa-
tions therefore use malware for the effective distribution

of their messages. Reliable statistical data about such
networks are not available. Research by government and
market parties shows that millions of infected computers
are involved.

GOVCERT.NL
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? Source: Messagelabs Intelligence, 2006 Annual Security Report
Source: Webroot, state of spyware
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Terminology

Terminology

Adware

Adware is the name for tiny programmes, which (sometimes,
without you noticing a thing) is installed on your computer.

It is often included in free software. Adware can allow pop-up
advertisements to appear on the screen, but it is also used to
track what you are interested in on the internet. The adware
programme keeps track of all the pages you visit. This informa-
tion can subsequently be sent periodically to a supplier who will
in turn use this information to send targeted advertisements.

Bot

The word ‘bot’ is derived from robot. A bot is a programme that
can independently execute ‘automated work’. A bot may be
innocent, as used in search engines to gain information about
websites. But a bot is also used to execute other, more malici-
ous activities on computers. For example, a bot can be used to
gain full access to information on your computer or be used for
criminal actions against others.

Botnet

If your computer is infected by a bot, this often forms part of a
large-scale, worldwide botnetwork. This network is also called
a botnet. A person can operate a botnet from a central point on
the internet. The operation mostly takes place via IRC (Internet
Relay Chat).

Denial of Service (DoS)

DoS means that a computer is continuously ‘attacked’. For
example, by email or specific network traffic. The result is that
the computer crashes or can no longer deliver any services to
users. Such an attack can be executed by a large number of
computers simultaneously. This is called Distributed Denial of
Service (DDoS).

Exploit

By using an exploit (a tiny programme) a malicious person can
abuse a vulnerability in the programmes or an operating system.
Exploits for known vulnerabilities can sometimes also be easily
found on the internet.

IP-adres

IP-address = Internet Protocol-address. Every computer that is
connected to the internet has a unique IP-address, which is used
to determine the destination and origin of network traffic.

IRC

IRC = Internet Relay Chat, the online internet chat box.

By logging in on an IRC server you can communicate with

more people at once or with a single internet user separately

by exchanging typed messages. IRC consists of so-called
channels that each has its own subject, which enables focussed
discussions to take place.

IRC-Bot

Also see Botnets.

An IRC-bot is a programme designed to cause a PC to make
an automatic connection to an IRC-server. Such a programme
can subsequently be directed by the IRC-server to execute
commands.

Keylogger

A key logger is a programme that keeps track of which keys
have been used by a user. This information can then be sent via
the internet or via email to a malicious person without it being
noticed. Key loggers represent a form of spyware.

Vulnerability

A vulnerability is a weakness in software or hardware, generally
caused by a programming mistake. A vulnerability can be
abused (also see exploit) by an internet criminal to cause
software to crash or to execute actions such as the removal of
files or to gain access to a computer.

Man-in-the-middle attacks

An attack in which the attacker positions himself between the
customer and a service. In this way he pretends to the customer
that he is the service and vice versa. As intermediary, the attacker
is now able to eavesdrop on or manipulate the information that is
exchanged.

Malware

Conjunction of malicious and software. Collective nouns for bad
software such as: viruses, worms, Trojan horses, key loggers,
spyware, adware, bots, browser hijackers and diallers.

GOVCERT.NL
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Phishing

Phishing (“fishing”), is a collective noun for digital activities aimed
at getting people to part with personal information. This personal
information can be abused immediately, for example, to make
large purchases (in the case of credit card numbers) or for what
is called “identity theft”. In this case, for example, information
such as sofi-numbers, addresses and dates of birth are required.

Port

A port is a defined communication channel on a computer.

On both sides of the communication channel, a program listens
to traffic for a port.

Port scan

A scan of the ports of a computer is used to gain a quick
impresssion of all the services used by a computer. On the
basis of this an attacker can quickly determine which type of
vulnerabilities he/she can make use of for an attack.

Scam
The term “scam” is used fairly loosely for all types of fraudulent
activities that are aimed at stealing money from people.

Spam

Email that is sent unsolicited in large numbers. The content of
the messages differ and vary from advertising to requests for a
financial contribution. In the case of spam, it is not the content
of the message that is important, but the large volume of email
messages that is sent.

Trojan horse

A programme that is disguised as a legal, innocent programme,
but that also executes undesired functions. The functions are for
example, intended to provide the producer or distributor of the
programme access to a computer without it being noticed or to
cause some form of damage.

Two-factor authentication

A way of logging in, in which use is made of two of the following
three aspects: something that the user knows (a password or
pin code), something that he or she has (a code generator or list
with codes that can be used once only) or something that he or
she is (biometrical characteristics, such as a scan of the iris or a
finger print).
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Virus

A virus is a small programme intended to secretly do things
that the owner did not request or does not want. Sometimes

it is limited to ‘innocent’ pop-up screens, but often viruses are
extremely dangerous. The complete settings of a computer
can be ruined or the computer may be abused, for example, to
send email to thousands of people or to distribute private files
regardlessly. Viruses occur in all types and forms.

Worm

A worm is a programme specially designed to distribute itself
to as many computers as possible. A worm differs from a virus
because a virus needs a file to distribute itself whereas a worm
does not need it. A worm does not always result in damage to
your computer but it can slow down the connection.

Zero-day exploit
Malicious code that uses a formerly unknown vulnerability.

Zombie-computer

When a computer is infected with a bot , this is often referred to
as a zombie computer. The infected computer forms part of a
botnet and can be used as a zombie by an internet criminal.
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